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Students: In the box below, please explain the purpose of using the Windows Registry and explain how it is relevant to Digital Forensics Technology and Practices.


	Introduction

	The Windows Registry serves as a central repository for storing configuration settings and system information for the Windows operating system. It plays a crucial role in managing various aspects of system behavior, including user preferences, installed software, hardware configurations, and system security settings. Essentially, it acts as a hierarchical database that organizes data into keys and values, making it easier for the operating system and applications to access and modify settings efficiently.

In the realm of Digital Forensics Technology and Practices, the Windows Registry holds significant importance. During forensic investigations, analysts often rely on the Registry to uncover valuable evidence related to system activities, user actions, and potential security breaches. By analyzing Registry entries, forensic experts can reconstruct a timeline of events, track user interactions, identify installed software and its usage patterns, detect malicious activities such as malware infections or unauthorized system modifications, and gather valuable intelligence for investigative purposes.

Moreover, the Windows Registry can provide crucial insights into system configurations, network settings, user accounts, installed applications, and recent activities, aiding forensic investigators in understanding the context of a digital incident and piecing together the sequence of events leading to a security breach or other digital crimes. Additionally, Registry artifacts can serve as digital fingerprints, helping forensic analysts establish links between digital evidence and specific individuals, devices, or actions, thereby strengthening the integrity of forensic investigations and supporting legal proceedings. Overall, the Windows Registry is a fundamental component of Digital Forensics Technology, enabling investigators to extract actionable intelligence and uncover critical evidence essential for attributing cyber incidents, securing systems, and prosecuting offenders.
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Your First Name in the Computer Name Box. The Name of the computer should be your first name. The use of anyone else’s name may result in an academic integrity review by your professor. Please label your screenshot to receive full credit.


Take a screenshot of the Yourname being used in the computer name.
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Figure 1: Renaming computer to First name

[bookmark: _Toc2]Screenshot 2 – Create a YOURNAME User account

The Name of the User created should match your first name. The use of anyone else’s name may result in an academic integrity review by your professor. Please label your screenshot to receive full credit.

Take a screenshot of the Yourname user account being create at the command line.
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[bookmark: Analyzing_Memory]Figure 2: creating user account with my name
[bookmark: _Toc3]Screenshot 3 – Create a YOURNAME Service

The Name of the Service created should match your first name. The use of anyone else’s name may result in an academic integrity review by your professor. Please label your screenshot to receive full credit.

Take a screenshot of the Yourname being used in the Service being Created on Windows.
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Figure 3: My name being used in a service

[bookmark: _Toc4][bookmark: _Hlk84929883]Screenshot 4 – Add Yourname.EXE to the Startup Folder for Administrator

The Name of the file should be your first name. The use of anyone else’s name may result in an academic integrity review by your professor. Please label your screenshot to receive full credit.

Take a screenshot of the Yourname being used in the startup folder for the administrator
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Figure 4: My name being used at start up

[bookmark: _Toc5]Screenshot 5 – Your First Folder with the Registry Files with Date Modified

The Name of the Folder should match your first and last name. The use of anyone else’s name may result in an academic integrity review by your professor. Timestamps from a previous semester may also result in an academic integrity review by your professor. Please label your screenshot to receive full credit.

Take a screenshot of the Yourname folder with the collected registry files.
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[bookmark: Type._the._following_command._to._ren]Figure 5: My folder, under my name with collected registry entries

[bookmark: Lab_3_Directions][bookmark: _Toc6]Screenshot 6– Windows Computer Name Date Pulled from the Registry

Show the system hive of the registry with the Computer Name of your Windows operating system. Label your screenshot. 

Take a screenshot of Yourname in the system registry under machine name. 
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Figure 6: Computer name pulled out of Registry

[bookmark: _Toc7]Screenshot 7– Yourname Service Pulled from the Registry

Show the system hive of the registry with the Yourname Service. Label your screenshot. 

Take a screenshot of the Yourname Service in the system registry under services
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Figure 7: Service pulled out of Registry

[bookmark: _Toc8]Screenshot 8 – SAM (Security Accounts Manager) with Yourname

The Name of the User listed in the SAM file created during should match your first name. The use of anyone else’s name may result in an academic integrity review by your professor. Please label your screenshot to receive full credit.

Take a screenshot of the Yourname user in the SAM file from the Windows Registry. 
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Figure 8: SAM Security with my name
[bookmark: _Toc9]Screenshot 9 – Autoruns with Yourname. EXE running at Startup
The Name of the executable file should match your first name. The use of anyone else’s name may result in an academic integrity review by your professor. Please label your screenshot to receive full credit.

Take a screenshot of the Yourname file in Startupwithin the Autoruns program. 
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Figure 9: myname file running in autorun program

[bookmark: _Toc10]Screenshot 10 – Autoruns with Yourname Service Running
The Name of the Servicelisted in Autoruns should match your first name. The use of anyone else’s name may result in an academic integrity review by your professor. Please label your screenshot to receive full credit.

[bookmark: _Toc11]Take a screenshot of the Yourname Service Runningwithin the Autoruns program.
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Figure 10: Mekka Service running within the Autoruns program
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Students: In the box below, please explain the purpose of doing this lab below and explain how it is relevant to Digital Forensics Technology and Practices. Highlight any new learning that occurred while doing this lab.
Hint: Discuss tools and commands used in the lab.
	Conclusion

	
The purpose of conducting the lab described above is to gain practical experience in utilizing various tools and commands related to Windows system administration and registry analysis. This hands-on activity allows us as students to familiarize ourselves with essential concepts such as renaming the computer, creating user accounts and services, modifying startup items, and extracting information from the Windows Registry.

This lab is highly relevant to Digital Forensics Technology and Practices for several reasons. First and foremost, it provides students with insight into the inner workings of the Windows operating system, including how system configurations, user accounts, and services are managed and stored within the Windows Registry. Understanding these components is crucial for forensic investigators when analyzing digital evidence extracted from Windows-based systems.

Secondly, by performing tasks such as creating user accounts and services, modifying startup items, and examining registry entries, we learn how to identify potential indicators of compromise or suspicious activity on a system. For example, abnormal changes to startup items or the creation of unauthorized user accounts or services could indicate malicious intent which could prompt further investigation by forensic analysts.

Moreover, this lab introduces us to various tools and commands commonly used in digital forensics investigations. For instance, tools like Command Prompt, Registry Editor, and Autoruns are utilized to carry out tasks such as creating user accounts, modifying registry entries, and analyzing startup items. By becoming proficient in using these tools, we should be able to develop essential skills required for conducting effective forensic examinations of Windows-based systems.

In terms of new learning, there are several key takeaways from this lab. For instance, so far we’ve learned about the structure of the Windows Registry, including its hierarchical organization into keys and values, and how to navigate and manipulate registry entries using tools like the Registry Editor. Additionally, we’ve gained insight into how various system components interact with each other, such as how startup items are configured and executed during system boot-up.

Overall, this lab provides valuable hands-on experience and practical knowledge that is directly applicable to the field of Digital forensics. By mastering the tools and techniques demonstrated in this lab, we should be able to enhance our investigative skills and effectively analyze digital evidence extracted from Windows-based systems, ultimately contributing to the successful resolution of digital forensic cases.
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Rename your PC

After you restart, your PC name will change to: MEKKA

Restart now

Restart later
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C:\Users\Administratoronet user “Mekka Carter” Passwérd /add
The command completed successfully.

C:\Users\Administrators.
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c:\Users\adninistrator>sc create MekkaService binpath=
[SC] CreateService SUCCESS

‘\windows\diskfix.bat type= share start-auto

o \users\adninistrators o
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C:\Users\Administrator>copy c:\windows\Bginfo.exe "c:\Users\Administrator\AppData\Rosming\Microsoft\Windows\Start Menu\
rograms\Startup\fekka . exe™
1 file(s) copied.

C:\Users\Administrator>DIR "C:\Users\Administrator\AppData\Roaming\fiicrosoft\Windows\Start Menu\Programs\Startup™
Volume in drive C has no label

Volume Serial Number is ESCT-77A7

Directory of c:\Users\Administrator\AppData\Rosming\Microsoft\Windows\Start Menu\Programs\Startup

64/15/2024 18:38 PA <DIR>
64/15/2024 18:38 PA <DIR>

16/67/2021 12:64 AN 3,353,464 Bginfo.exe

10/67/2021 12:64 AN 3,353,464 Francis.exe

16/67/2021 12:64 AN 3,353,464 Hekks.exe
3 File(s) 18,066,302 bytes

2 Dir(s) 46,053,914,368 bytes free
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